Is My Data Really on the Copier Down the Hall?

The news special thatshowed copier hard drives contained recoverable data was like a shot heard round the security
world. Once aur director heard about it, we had our next mission. Over the past few weeks, wé v e reseaching
everything about the Multi -function devices (MFPSs) in our environment. During this whole process, my burning
guestions have been; what can actually be recovered fromthese drives? How easily can the information be retrieved?
The only way to answer that question was to pull a hard drive and run forensic tools against it.

So one Fiiday evening, | picked a victim and removed the hard drive. Having copied personal information on this

MFP, it was my first choice for analysis. The machine wasa Toshiba E-studio 550 copier/scanner equipped with a 40
GBIDE hard drive .

The hard drive is located in the back of the MFPsounpl ug t he copier first. Using a med
driver, remove the back coverscrews and lift off the cover. The hard drive is concealed behinda metal shield located

toward the middle left section. This needs to be removed as well, but he screws are just anchors for thecover so only

loosen them. Slide the cover up,unplug the fan (tends to unplug itself) andy o u 6 | | see the hard drive.

a standard IDE hard drive. Unplug the connectors, unscrew the ground cable, loosen the4 perimeter screws, and lift

thedriveupandout. |t sounds compl ex i n wThe mdostrdifficult patstwere findingthem ot di f f i cu
drive and then figuring out which way to lift it out.

| left a note on the machine saying it was down due to LT activity and would be functioning again on Monday. |
hopeéé

| connected the hard drive to the Tableau eSata Forenst Bridge which was then connected to a6 month old Dell

Studio laptop running Windows 7. When connecting the USB cablewi ndows made the typical Adriv
sound, but no drives were visible in Windows Explorer. | double checked my connections and tried various USB ports,

but no change. | had readthat these drives use proprietary operating systems,UNIX, or Linux soi t 6s not a sur pri
that Windows didnét see it.

| opened my VMWare SANS XP Sift workstation and reconnected the drive. Again, the drive was not viewable in
Explorer, but it appearedinthedi s¢c manumig@@emn&ast i ni tNioavl wedd e®. getti ng somewher
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Look at all those partitions!! Using FTK Imager | was able toimaget he dr i ve using theandi5physi cal

hours later, | had my image. As a side note,l did reinstall the drive early Monday morning just in time for the
morning meetings.

| opened the image using FTK toolkit 1.8 and began my investigation. Note that the 26 partitions are formatted with
FAT16 or FAT32. Also note that partition s2, 3, &4 are not visible.
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Add Evidence Add Evidence
Any number of evidence items can be added to the case. There are several types of evidence items: Any number of evidence items can be added to the case. There are several types of evidence items
Acquired image of drive: Several formats supported; can be an image of a logical or physical drive Acquired image of drive: Several formats supported; can be an image of a logical or physical drive
Local drive: Can be a logical or physical drive Local drive: Can be a logical or physical drive
Folder: Adds allfiles in the specified folder, including contents of subfolders Folder: Adds all files in the specified folder, including contents of subfolders
Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images.
The default refinement options, set previously, can be ovenidden independently for each evidence item, and additional The defautt refinement options, set previously, can be ovenidden independently for each evidence item, and additional
types of refinements can also be made. These refinements can include the exclusion of date/size anges, as well as specific types of refinements can also be made. These refinements can include the exclusion of date./size ranges, as well as specific
folders. To make these further refinements, highlight an evidence item in the list and press Refine Evidence - Advanced folders. To make these further refinements, highlight an evidence item in the list and press Refine Evidence - Advanced
[ Add Evidence... ] [ Edit Evidence.. ] [ Remowe Evidence ] [ Refine Evidence - Advanced... ] [ Add Evidence... ] [ Edit Evidence... ] [ Remove Evidence ] [ Refine Evidence - Advanced...
Display Name Source Name/N... | Type Refined | Time Zone |4 Display Name Source Name/N.. Type Refined | Time Zone |4
Estudio550'\Part_1\VOL_ROM-FAT 16 EESNEET-E =Nyl FAT1E N America/N.. < F\Toshiba\Es... 61710 N America/N
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Each partition has at least 2setsof foldersand every partition hlatséa modh ee aniaene dt @ r
the partitions than descr i beinthelAppendiz a thit documenti ncl uded screen sh

Li ke mo s thisMéHasaseb based admin interfacefor managing copying, scanning, users, reports and other
machine functions. The resulting HTML & graphics files | found were related to this detailed admin console.

After using various tabs in FTK, | found that the explore option worked the best for me. Being able to open every file
and look at every piece was what | reeded. It took longer, but for once | had the luxury of time.

As expected, many folders were related to he copier operating system and setup. Other foldersnamed cpy004,
scn0018, emailTA, etc. appeared to be easy pickings, butmost were empty or showed deleted.Empty folders or
deleted files were common throughout and many of the copy, scan, and email folders showed as deleted.A couple of
folders had files with odd formats and names such as pr001.001. These files were small in $ze, the largest being
384kb.

My best find was in partition 15 where the folder structure of root/smb/scan yielded deleted PDFs. These were easily
read and exported. Here is where | found documents including pay stubs, vacation confirmations, & automotive
guotes. Exporting these files and opening them up at 100% was as good as having the original. Take a look at your
paystub, your quote for tires, your last reservation, etc & note all the personal information listed. | t 6 dInformation
youdd want s pshauld de nated that aven though these files weredeleted, the forensic tools wereable to
recover and open them.

Whi |l e | dved nopytor stan matlewhat | found was extremely easy to retrieve It was only personal
information, but it could just have easily been corporate info. Regardless,its information y oud61l | want t o ensur e
wi ped when yotémaehindone with

Thereds only one drawback to just wiping the dmdensthe t he driv
machine inoperable which violates most lease agreements. f your machines are leased,determine the data sanitation

options available when a machine isreturned. We 6 ve f ound al most all manufacturers ha
or options to return the drive to the organization for wiping. | fthe machines are owned,then the drives canbe wiped

by your organization.

In conclusion, MFPs should be placed under the same security policy as computers and servers in your organization
which includes how the data is sanitized at the equipment& end of life.
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Appendix:

Here are the screenshots of the partitions:
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The FTK report description of the drives:

Display Name:
Estudio550\ Part_1\VOL_
ROM-FAT16

Evidence Type: FAT16
Children: 2,231
Descendants: 9,626

Display Name:
Estudio550\ Part_5\NON
AME-FAT16

Evidence Type: FAT16
Children: 682
Descendants: 682

Display Name:
Estudio550\ Part_6\NON
AME-FAT16

Evidence Type: FAT16
Children: 22
Descendants: 22

Display Name:
Estudio550\ Part_7\VOLU
MEQO -FAT32

Evidence Type: FAT32
Children: 184
Descendants: 184

Display Name:
Estudio550\ Part_8\VOLU
MEOQ1-FAT32

Evidence Type: FAT32
Children: 168
Descendants: 168

Display Name:
Estudio550\ Part_ 9\ NON
AME-FAT16

Evidence Type: FAT16
Children: 30
Descendants: 30

Display Name:
Estudio550\ Part_10\NON
AME-FAT16

Evidence Type: FAT16
Children: 81
Descendants: 81

Display Name:

Estudio550\ Part_11\ NONA
ME -Unknown

Evidence Type: File system
Children: 6

Descendants: 6

Display Name:
Estudio550\ Part_12\ NON
AME-FAT32

Evidence Type: FAT32
Children: 112
Descendants: 112

Display Name:
Estudio550\ Part_13\NON
AME-FAT32

Evidence Type: FAT32
Children: 245
Descendants: 245

Display Name:
Estudio550\ Part_14\ NON
AME-FAT32

Evidence Type: FAT32
Children: 102
Descendants: 102

Display Name:

Estudio550\ Part_15\VOLU
MEO8 -FAT32

Evidence Type: FAT32
Children: 185
Descendants: 185

Display Name:
Estudio550\ Part_16\ NON
AME-FAT16

Evidence Type: FAT16
Children: 49

Descendants: 49

Display Name:
Estudio550\ Part_17\ NON
AME-FAT16

Evidence Type: FAT16
Children: 97
Descendants: 97

Display Name:
Estudio550\ Part_18\NON
AME-FAT32

Evidence Type: FAT32
Children: 150
Descendants: 150

Display Name:

Estudio550\ Part_19\ NONA
ME-FAT32

Evidence Type: FAT32
Children: 144

Descendants: 144

Display Name:
Estudio550\ Part_ 20\ NON
AME-FAT16

Evidence Type: FAT16
Children: 72

Descendants: 72

Display Name:
Estudio550\ Part_21\NON
AME-FAT32

Evidence Type: FAT32
Children: 114
Descendants: 114

Display Name:
Estudio550\ Part_22\NO
NAME -FAT16

Evidence Type: FAT16
Children: 112
Descendants: 112

Display Name:
Estudio550\ Part_23\NON
AME-FAT16

Evidence Type: FAT16
Children: 6

Descendants: 6

Display Name:
Estudio550\ Part_24\ NON
AME-FAT16

Evidence Type: FAT16
Children: 10

Descendants: 10

Display Name:
Estudio550\ Part_ 25\NO
NAME-FAT16

Evidence Type: FAT16
Children: 4,123
Descendants: 4,420

Display Name:
Estudio550\ Part_26\NO
NAME -FAT16

Evidence Type: FAT16
Children: 47
Descendants: 47

Display Name:
Estudio550\ UnpartSpace
Evidence Type:
Unpartitioned Space
Children: 19
Descendants: 19
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